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. BOCONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH CA MAU Doc lap — Tw do — Hanh phic
sé: 390 /ICAT-ANCTNB Ca Mau, ngay 20 thng 02 nam 2025
V/v trién khai c4c bién phép ting

cudng bao mét, an toan thong tin tai
khoan dang nhép hé thong thong tin

Kinh gtri: , i
- Céc s0, ban, nganh, t0 chirc doan thé - x4 hoi tinh;
- Uy ban nhan dén céc huyén, thanh phé Ca Mau.

1. T d4u nam 2024 dén nay, tinh hinh an ninh, an toan théng tin dbi véi hé
théng thong tin trén dia ban tinh Ca Mau dién bién phuc tap, phat hién hon 08
truong hop 10 thong tai khoan ding nhap vao hé théng thong tin quan trong cua
tinh nhu: Hé théng quan ly vin ban va diéu hanh tinh Ca Mau
(https://ioffice.camau.gov.vn/); Trang thong tin dién tir; Phdn mém quan 1y hd so
can bd cdng chirc vién chuec,... cac tai khoan nay bi tin tic thu thép, tdn phét trén
khong gian mang gy nguy co mét an toan an ninh mang va c6 thé bj tin tic sir
dung dé chiém doat thong tin, phat tin ma doc hodc tn cdng vao céc hé thong
thdng tin khac cla co quan nha nuéc. Nguyén nhan din dén tinh trang 16 thong tin
tai khoan ding nhép xuét phét tir nhidu yéu t6, nhu: (1) Hé théng dugc xdy dung,
lap trinh trén nén tang cong nghé cfi, lac hau, chua dugc nang cap, cap nhat; chinh
séch bao mat con han ché, chua c6 tinh niang xé4c thyc tai khoan nguoi dung; (2)
Mbt s6 can bd, ngudi ding chua néu cao y thirc bao dam an toan thong tin, thudng
xuyén luu mét khiu ddng nhép trén trinh duyét, st dung mét khéu mac dinh, don
gian, dé nhé; (3) Mdy tinh st dung ding nhép tai khoan (mdy nguoi dung) chua
dugc cai dat phﬁn mém phong, chéng ma ddc, diét vi rit; sir dung hé didu hanh,
phan mém khong ban quyén, cai dit cac cong cu bé khoa,...

2. Pé gép phan bao dam an ninh, an toan théng tin déi véi hé théng thong
tin quan trong cua tinh trong thdi gian t6i. Cong an tinh Ca Mau d& nghij linh
dao cac sé, ban, nganh, cac t6 chirc doan thé - xa hgi tinh, ny ban nhan dan
cac huyén, thanh ph6 Ca Mau phoi hgp thyc hién céc bién phép sau:

(1) Ra soét cac hé théng thong tin, trang thong tin dién tir dang quan ly, sir
dung, tién hanh nang cip, cdp nhét di véi hé thdng, trang thong tin dién tt dua
vao hoat déng nhiéu nim, cong nghé cii, chinh sach bao mat yéu, kém; g& bd
nhing tai khoan, hé thdng, trang thong tin dién tir khong con gid tri sir dung hodc
trién khai thir nghiém. Cai dit ddy du phin mém phong, chéng ma doc cé ban
quyén trén cac may tinh, han ché str dung hé didu hanh, phan mém khéng 13 ngudn
gbc, bé khoa trén khong gian mang.
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(2) Thudng xuyén tuyén truyén, nhic nhd can bd, dang vién, ngudi lao dong
thudc quyén nang cao y thirc bao vé tai khoan dang nhép vao hé théng thong tin,
han ché luu méat khéu trinh duyét, thay d6i mat khiu dung dinh ky, mét khau tir 08
ky tu trd lén, c6 ky tu hoa, thudng, sb va ky tu déc biét, khong sir dung maét khiu
mégc dinh.

(3) Pé nghi S& Thong tin va Truyén thong phdi hop don vi ¢6 lién quan ra
SOt c4c tén mién, hé thng thong tin quan trong cua tinh dang quéan ly, st dung,
nhu: Hé théng quan Iy vin ban va diéu hanh tinh Ca Mau
(https://ioffice.camau.gov.vn/); Trung tdm gidm sét, diéu hanh théng minh tinh Ca
Mau (https://ioc.camau.gov.vn/); Bao cédo ung dung cong nghé théng tin tinh Ca
Mau (http://baocaocntt.camau.gov.vn/),... ¢ phuong 4n néng cip chinh sich béo
mat hé thc"mg, tai khoan, xac thuc 02 16p tai khoan nguoi dung, thay dbi mat khau
dinh ky, mét khdu da d6 manh; g& bd nhiing tén mién, hé thdng, tai khoan khéng
con nhu cau sir dung.

Céng an tinh Ca Mau trao d6i céc dong chi ném, phéi hop, thyc hiénsg ——

Noi nhgn: KT. GIAM POC
- Cyc ANM va PCTPSDCNC (thay béo céo); -~ PH A GIAM POC
- D/c Gidm dbc CA tinh (thay béo co); //HQ >
- Nhu trén (phoi hgp); L

- Luu: PTM, ANCTNB.
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Pai ta Nguyén Phic Cuong
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